
  

Welcome to the Internet SIG



  

Internet Safety



  

Many of the items in today’s 
presentation have been 
previously discussed.

I hope nobody minds a review.



  

Discussion Topics
● Browser Safety
● Social Media Safety
● Password Safety
● Personal Data Tips
● Off Line Safety?
● Some Final Links



  

Browser Safety Tips



  

Update Your Browser
● Updates prevent many attacks
● Keep your anti-virus updated
● Make sure add-ons and extensions are safe
● Don’t click on links you are not sure of
● Make sure your connection is secure

1) HTTPS

2) Better yet – Use a VPN
● Follow your instincts



  

Consider Using an Anonymous Browser

● Tor
● Brave
● Epic
● SRWare Iron
● Comodo Dragon
● Yandex
● Tails – Much More Than a Browser

https://www.torproject.org/
https://brave.com/
https://www.epicbrowser.com/
https://www.srware.net/iron/
https://www.comodo.com/email/browsers-toolbars/browser.php
https://browser.yandex.com/
https://tails.boum.org/index.en.html


  

Social Media Safety Tips



  

● Keep your personal data personal
● Be careful when liking or sharing
● Are your friends really your friends?
● Don’t share your passwords
● Avoid posting your location
● Double check links before you click them



  

Password Safety Tips
● It’s YOUR password – don’t share it
● Longer is Stronger
● Different sites – Different passwords
● Test your passwords
● Consider using a Password Manager
● One of many good videos – 3:30 minutes
● Don’t forget the old Underwear Joke

https://www.my1login.com/resources/password-strength-test/
https://youtu.be/aEmF3Iylvr4


  



  

Personal Data Tips
Check If You’ve Been Compromised

● Have I been PWNED?
● PWNED Passwords
● Privacy Rights Clearinghouse – Data Breaches
● There are many other sites that do the same thing. 

 These three I know are safe to use.  Check out 
sites before you use them.  You don’t want to get 
hacked while checking to see if you were hacked.

https://haveibeenpwned.com/
https://haveibeenpwned.com/Passwords
https://privacyrights.org/data-breaches


  

Offline Safety Tips
Offline Things Can Affect Online Safety

● Remember that your phone is a computer.  All your 
data is accessible.

● Guard you equipment.  Your online identity is lost if 
someone steals your laptop.

● Keep informed.  There are many websites that report 
data breaches long before the mainstream news 
outlets.

● Back up your data in case you get hacked.



  

Some Final Links
Date Title PDF MP4

2020-07-14 Safe Downloading download none

2020-07-21 Password Managers download none

2020-09-24 Virtual Private Networks download download

2020-11-12 Internet Safety download download

2020-12-10 Internet Privacy download download

2021-01-28 Internet Tracking download download

https://toxitman.com/internetsig/2020-07-14%20Downloading.pdf
http://toxitman.com/internetsig/2020-07-21%20Password%20Managers.pdf
https://toxitman.com/internetsig/2020-09-24%20Virtual%20Private%20Networks.pdf
http://toxitman.com/recordings/2020-09-24%20Virtual%20Private%20Networks.mp4
https://toxitman.com/internetsig/2020-11-12%20Internet%20Safety.pdf
http://toxitman.com/recordings/2020-11-12%20Internet%20Safety.mp4
https://toxitman.com/internetsig/2020-12-10%20Internet%20Privacy.pdf
http://toxitman.com/recordings/2020-12-10%20Internet%20Privacy.mp4
https://toxitman.com/internetsig/2021-01-28%20Tracking%20on%20the%20Internet.pdf
http://toxitman.com/recordings/2021-01-28%20Tracking%20on%20the%20Internet.mp4


  

Next Week:  Routers

Unless someone wants another topic



  

All Presentations Available for Download

PDF Format

toxitman.com

http://toxitman.com/
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